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1. Introduction

1.1. Background and Objectives

Information systems today have key roles in our daily life. We receive tremendous benefit
from information systems such as mobile phones, services available through websites in the
internet, weather forecast systems, public services such as traffic control, automatic train and
airplane turnstiles, ticket reservation systems, vehicle operation control systems, distribution
management systems, and business systems such as financial systems. In many cases, those
information systems are connected to one another directly or indirectly, forming large scale
information systems, which work as infrastructure to support our daily life. The stronger the
dependency of our daily life on information systems is, the more important their reliability and
robustness are. In this White Paper, the attribute of the information systems that it provides
services continuously is called dependability. This involves both reliability and safety.

The typical information systems today have a wide range of devices, such as PCs, tablets and
smart phones, connected to servers. Services are provided by the servers through a network to
the end-users. Up until now, most development processes of information systems have adopted
the common practice of creating a reliable development plan in advance, determining in detail the
product or the system specifications, and going through the cycle of design, implementation and
verification before the products or the systems come into use. This process is quite effective for
the development of systems, which have specifications and behavior that are well defined and
predictable at the beginning of development. However, for the large systems described above, it
is almost impossible to provide system specifications at the beginning of system development,
which anticipate and deal with all of the future changes in objectives and environments. Also, in
large systems development, it is common today to utilize software such as existing software
developed in the past, software provided by other companies, and software or its services available
through networks. This means that parts of these systems may not have proper specifications or
development documents.

Large systems are usually in use for a long time. Hence, these systems need to change
adapting to changes in users’ requirements, while keeping up operations for needed services.
Adaptations to changes in hardware or networks may also be necessary to keep up these
operations, and to accommodate to changes in requirements resulting from evolution of
technology or business needs, or to an increase or decrease in the number of users. These will
make it more difficult to maintain the dependability of today’s systems. It is also required to
take appropriate action in the event of a system crash caused by attacks with viruses, etc., or an
information leakage caused by unauthorized access. Unfortunately, failures of important
information systems have been reported from all over the world. The failure of information
systems causes not only considerable loss of benefits to users, but also the loss of business chances,
involving the payment of compensation for damage in some cases the loss of brand image, and
even to the discontinuation of the business. We should assume the service provider is obliged to
do its best to avoid system failures and to be accountable if failure occurs.

The analysis of those failures shows that major causes include the system being developed
without sufficient understanding of the behavior of all of the components, the usage of the system
exceeding the initial design limit, and inconsistency within the system caused by a system change
to accommodate change in users’ requirements while the system is in operation. These cases
indicate that modern computer systems should not be assumed to be a system whose function,
structure, and system boundaries are fixed. Their design, their implementation, and the way they
are used should be handled accordingly, as systems which grow and change over time.

The objectives of this project are to develop a method to continuously provide services meeting
users’ requirements by accommodating the system to ever-changing objectives and environments.
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2. Dependability

2.1. Brief Historical Review
In the 1960's, the construction of a Fault Tolerant Computer was proposed to support real-time

computing and mission critical applications. Active discussion of this topic has been ongoing since
then [15, 19]. As a result of this discussion along with the increase in scale of hardware and
software and the spread of online services, a concept called RAS has been developed which
integrates resistance to failures (Reliability), maintenance of a high operating ratio (Availability),
and quick restoration during a malfunction (Serviceability or Maintainability), with an emphasis
on error detection and system recovery [8, 14]. In the latter half of the 1970's, to this concept was
added the preservation of data consistency (Integrity) and the prevention of unauthorized access
to confidential materials (Security), for RASIS, an extension of RAS that has served as a standard
for evaluation. In 2000, the idea of Autonomic Computing was proposed to ensure dependability in
complex systems connected by networks with autonomic action, in the same way that the
autonomic nervous system works in the human body [9, 10, 11, and 16]. A more exhaustive review
is found in [51].

There has been progress in methods of software development, which needed to realize the
dependability of information systems. Software development methods such as Structured
Programming (Dijkstra [29]) and Object Oriented Programming (SIMULA [30], Smalltalk [54])
were developed, and then Project Management Methodologies for software development were
introduced, which improved software development process management (CMM [31, 32], CMMI
[33]). Projects dealing with development methods for complicated and large scale systems
started (System of Systems, Ultra-Large-Scale Systems [34]). IT governance and service
management frameworks are studied in CoBIT and ITIL.

Changes in approaches taken to ensure reliability are reflected in international standards. The
international standards of IEC 60300 series are known as standards for dependability
management. Those series of standards were established by IEC TC56. This originally was a
technical committee dealing with reliability of electronic components, but IEC 60300-1 (2003
edition), which is a core standard of the IEC 60300 series, does not fully include what is required
for today’s software. The work is in progress for the next edition, which will set standards for
extended areas of products, systems, services, and processes to be included as targets of
dependability management. International safety standards ISO 13849-1 (EN954-1) and IEC
60204-1 can handle simple systems, subsystems, and parts, but are not sufficient to deal with
systems that include software. Functionality safety standard IEC 61508 was established in 2000
out of necessity for a safety standard for systems that include software. In IEC 61508, a system
malfunction is divided into "random hardware failure" and "systematic failure". The probability of
random hardware failure is calculated by monitoring malfunctions due to the deterioration of
parts; while systematic failures, caused by incorrect system design, development, production,
maintenance, and operation, are to be kept from exceeding allowed target values through a
verification process such as the V-model and the documentation of all operations based on the
safety lifecycle. Systems are categorized according to mode of operation: low demand mode or high
demand/continuous mode. The target failure limit for each mode is defined and managed as the
Safety Integrity Level (SIL). The requirements of 4 stages from SIL1 to SIL4 are also defined
(with SIL4 requiring the highest safety integrity). With IEC 61508 as the base standard,
machinery-related IEC 62061, process-related IEC 61511, nuclear-related IEC 61513,
railway-related IEC 62278, etc. were established. For automotive systems, a DIS (Draft
International Standard) of ISO 26262 was issued in June 2009 and the final version is expected to
be issued in 2011.
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Efforts are continuing to produce a single definition of dependability
conceptions. In 1980, a joint committee of IFIP WG10.4 studying Dependable Computing and
Fault Tolerance and IEEE TC studying Fault Tolerant Computing was formed, and they initiated
a study on "The Fundamental Concepts and Term
results of the subsequent investigation were compiled in a technical paper that was published in
2004 [2, 3].

Despite the progress of research on dependability and the development of related technologies,
failures of large scale software systems keep occurring
Appendix A.4. The major causes of the failures are
sufficient understanding of the behavior of all of the components, the usage
exceeded the initial design limit, and the inconsistency of the system caused by system change to
accommodate users’ requirements change
where careless design or operations by program
lead to very critical system failure

The concept of dependability has changed significantly to meet the needs of the times. The
concepts in the past could not cover all of the aspects we
assume that the functions, structure, and boundaries of the systems
definable; but rather. It must be assumed at the very begin
change over time. In the following paragraphs
major causes of failures will be clarifi
will be proposed.

2.2. Characteristics of
Failures

Today’s large software systems have become much more sophisticated and complex i
meet the various needs of users. T
costs, the practice of using “black box”
software, such as existing software or
software provided by other companies,
has increased. Moreover, specification
updates and change for function
improvement occur while the system is
in operation. In some
amendments of the software are
downloaded and new functions are
added through the network without
discontinuation of services of the
systems. It is becoming exceedingly
difficult for designers and developers to
know each and every detail of the
system throughout its lifecycle (Fig

Many of the modern software systems provide services
they are connected via a network. In this case,
provided by a single domain, which
domains through the network. In many cases those service domains are owned and operated by
different owners. There is possibility that the items or contents of services, transaction
performance, and interfaces may change without appropriate advance notice, that unknown
services may be added, or that services used in oth
the change of services, changes of network itself such as service items or contents of the
transaction performance, or interface specifications of
may be suspended temporarily. The boundar
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Usually it is most important that the service and operation of the system is continued, even
with changes to the system that are on-going. To deal with this situation, we should focus on
“ever-changing systems” and establish the concept of dependability focusing on realizing the
continuity of services and business by managing the ever-changing systems properly. Our
approach is to consider the systems as open systems and to focus on how we should improve
dependability throughout their lifecycles. Based on our discussion thus far on the characteristics
of modern software systems, we define Open Systems Dependability (OSD) with the following
description:

Functions, structures, and boundaries of modern software systems change over time.
Hence incompleteness and uncertainty may result in failures in the future (factors in
open systems failure). Open Systems Dependability is a property of a system such that
it has the ability to continuously prevent these problem factors from causing failure, to
take appropriate and quick action when failures occur, to minimize damage, to safely
and continuously provide the services expected by users as much as possible, and to
maintain accountability for the system operations and processes.

“Open Systems Dependability” does not conflict with the “dependability” that has been studied,
discussed and classified by many researchers. Until now, technologies for improving the safety
and security of systems have been researched, discussed and developed with a focus on incidental
and intentional faults. Our approach is to improve the dependability of systems by minimizing the
factors that specifically cause open systems failures and minimizing the damage due to open
systems failures, concentrating on open systems failures resulting from incompleteness and
uncertainty. Indeed, “Open Systems Dependability” further enhances traditional dependability.
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such descriptions, called the agreement database,
database contains D-Case that describes the process of discussions and agreements for achieving
dependability and D-Script which describes executable procedures to detect signs of failures,
prevent failures, and respond to failures in case they occ
descriptions, the development process, failure response process, and ordinary operating process
are executed and accountability is achieved. Thus, the agreement database plays an important
role in organically uniting the component processes.

In summary, the DEOS process
(1) It consists of two cycles, the change accommodati

both initiated from the ordinary operation state.
(2) It has two important phases, the stakeholder

changes and the accountability
(3) It provides the agreement description

for actions, progress of discussions, and result
describes executable procedures to respond quickly to failures

3.1.1.Ordinary Operation

Ordinary operation is the state where the system is operating
agreed upon by the stakeholders. We
accommodation cycle should run in parallel with ordinary operation, so that improvement of the
system is performed while providing services. Also, the failure response cycle preferably runs in
parallel with ordinary operation. In case the system detects a sign of a failure before it occurs, it
might be able to prevent it from occurring. Even in the case where a failure has occurred, the
system may run in a degraded mode. There also
stopped after a severe failure.
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, called the agreement database, is provided in the DEOS p
describes the process of discussions and agreements for achieving

Script which describes executable procedures to detect signs of failures,
prevent failures, and respond to failures in case they occur to minimize damages. Based on these
descriptions, the development process, failure response process, and ordinary operating process
are executed and accountability is achieved. Thus, the agreement database plays an important

the component processes.

has the following characteristics (Fig. 4):
It consists of two cycles, the change accommodation cycle and the failure re
both initiated from the ordinary operation state.

phases, the stakeholders’ agreement phase for system requirement
changes and the accountability achievement phase for system revisions and for failures.

description database containing D-Case which describes reasons
of discussions, and resulting agreements, and D-

describes executable procedures to respond quickly to failures.

Ordinary Operation

Ordinary operation is the state where the system is operating with values within the ranges
agreed upon by the stakeholders. We refer to these ranges as “in-operation ranges”. The change
accommodation cycle should run in parallel with ordinary operation, so that improvement of the
system is performed while providing services. Also, the failure response cycle preferably runs in

peration. In case the system detects a sign of a failure before it occurs, it
from occurring. Even in the case where a failure has occurred, the

system may run in a degraded mode. There also are cases where the system

Fig.4. DEOS Process
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The tools to support the requirement
requirements, generation of service co
tools is being designed and implemented.

D-Case Editor facilitates description of stakeholder
method and notation. D-Case Viewer helps stakeholders to retrieve and examine related
agreements. A tool to support generation of D
tools are also used to help service/product providers achieving accountability.

The D-Script plays a very important role in the DEOS architecture. It dynamically combines
the D-Case description and the execution of application programs. That is, it contains executable
scenarios which instruct the D-Script Engine when and what log data should be collected and how
D-RE behaves in case of failures. Such scenarios may call for human intervention in case of
severe failures. This flexibility contributes to achieve Open Systems Dependabi

D-RE is an execution environment with functions that help to achieve dependability in a system
It consists of the following subsystems: 1) D
and isolates the functions of the subsystems. This fu
containers, and prevents a failure,
to the other system containers. 2) D
application programs. This function creates what are called application containers; this insures
the independence of each application program and manages and controls the lifecycle of
application programs. 3) D-Application Monitor monitors
containers, collects log data according to the descriptions in D
in the D-Box. 4) The D-Box preserves log data even in the case of a system crash, functioning
like a flight recorder. 5) The D-System Monitor monitors the system, collects log data according
to the descriptions in D-Case monitor nodes, and stores this in the D
Engine executes D-Script safely, and controls the D
and D-System Monitor.

DEOS Development Support Tools (D
tool, which consists of two parts, one using a type
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The tools to support the requirements elicitation/risk analysis phase facilitate elicitation of
requirements, generation of service continuation scenarios, and analysis of

being designed and implemented.

Case Editor facilitates description of stakeholders’ agreement following a specific description
Case Viewer helps stakeholders to retrieve and examine related

agreements. A tool to support generation of D-Case descriptions is under development. These
vice/product providers achieving accountability.

Script plays a very important role in the DEOS architecture. It dynamically combines
Case description and the execution of application programs. That is, it contains executable

Script Engine when and what log data should be collected and how
RE behaves in case of failures. Such scenarios may call for human intervention in case of

severe failures. This flexibility contributes to achieve Open Systems Dependabi

RE is an execution environment with functions that help to achieve dependability in a system
consists of the following subsystems: 1) D-Visor has a function which abstracts the hardware

and isolates the functions of the subsystems. This function creates what are called system
and prevents a failure, which has occurred in one system container from propagating

to the other system containers. 2) D-Application Manager has a function
application programs. This function creates what are called application containers; this insures
the independence of each application program and manages and controls the lifecycle of

Application Monitor monitors application programs in the application
containers, collects log data according to the descriptions in D-Case monitor nodes, and stores this

Box preserves log data even in the case of a system crash, functioning
System Monitor monitors the system, collects log data according

Case monitor nodes, and stores this in the D-Box. 6) The D
Script safely, and controls the D-Application Manager, D-

ools (D-DST) we are developing include a program verification
tool, which consists of two parts, one using a type-theoretic approach and the other adopting

Fig.5. DEOS Architecture
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Box. 6) The D-Script
-Application Monitor,

DST) we are developing include a program verification
theoretic approach and the other adopting
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model-based approaches. We also are developing a dependability test support tool that consists
of benchmarking tool and test environment with fault injection function that can utilize a cloud
environment.

3.3. Expected Benefits of DEOS

The largest benefit which we will enjoy by using the DEOS process is that it will enable enough
discussion among the stakeholders to reach agreement on the requirements changes and then
enable description of reasons, progress of discussions, and resulting agreements in D-Case. The
D-Case description will be referred to in designing the system with the help of the DEOS
architecture so that the system can achieve proper and quick response in case of a failure.
Causes of the failure will be analyzed and accountability will be achieved, both based on the
D-Case descriptions.

Another benefit derived by using the DEOS process will be that the whole process is managed
based on the requirements which are elicited. Each stakeholder can know the state of the system
at any time from its own viewpoint. This enables simple but effective management of the system
during operation. On the other hand, the number of requirements will become huge. Necessary
tools including D-Case Editor and D-Case Viewer are provided to reduce tedious work in
requirements management.

The DEOS architecture provides D-RE which records and reports all the necessary states of
execution of the system and application programs (based on the D-case description). This
enables quick response in case of a failure, using D-Script. This also gives supporting evidence to
stakeholders for analyzing causes and for achieving accountability in accordance with the D-Case
description. D-Script together with D-Script Engine provides the function of interfacing the
D-Case and D-RE. This enables flexible response, automatically or with human assistance if
necessary (again, in accordance with the D-Case description).

The DEOS architecture provides the function of isolating a failure so that it does not propagate
to other programs. It also provides the function of intrusion detection to maintain the security of
the system. Various tools provided will also help achieve dependability at the development
phase; to verify programs to be executed, to check performance, to examine the behavior of a
system against injected faults, and so forth.

By exploiting the facilities and functions described above, the DEOS process and architecture
support the provision of the ability to continuously prevent failures from occurring, to take
appropriate and quick actions when failures do occur to minimize damage, to provide continuous
service, and to maintain accountability. The DEOS process and architecture is the first attempt
to achieve Open Systems Dependability.
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4. Requirements Management in
Requirements are the most fundamental

elements in the DEOS process. In this
chapter, we explain the DEOS process
used with requirements management. The
requirements management process in the
DEOS process consists of the following
four phases: 1) requirements elicitation
and risk analysis, 2) stakeholders’
agreement on requirements, 3)
verification of realized requirements and
achieving accountability, and 4) changing
requirements and updating agreement
the course of consensus building, elicited
requirements may possibly be revised
Fig. 6 shows that each agreed-upon
requirement is implemented in two forms:
in the form of programs or of D-Script. The
runtime environment D-RE offers an
infrastructure for accountability
achievement by logging execution of
D-Script.

4.1. Requirements Elicitation
The requirements elicitation starts

according to their service objectives
objectives and needs. Here, requirements include service requirements and dependability
requirements. Regulations made
requirements. The activities for
levels of requirements in order for this task to be manageable.

In requirements engineering, various requirement
Ethno-Methodology, Trolling, Business
Misuse Case Analysis, Triage, etc.

The DEOS process focuses on dependability requirements in
requirements analysis. First, needs
and verbally, and from these,
requirements” are identified through the analysis of dependability needs. Next,
continuity scenarios” are created based on risk analysis and service requirements. More precisely,
service continuity scenarios are developed by con
each factor causing deviations. Finally, D
consensus building among stakeholders based on the service continuity scenarios.

The requirements management in the DE
requirements to satisfy the following three conditions:
(1) Dependability despite change in requirements can be assured (See 4.2).
(2) Agreement can be made successively regarding each changed requirement (See 4.2).
(3) Accountability can be achieved for each changed requirement (See 4.3).
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starts with the service objectives. Stakeholders can be defined

objectives. Requirements are generated from
, requirements include service requirements and dependability
made by regulatory agencies can be considered as

requirements elicitation must include identification of various
levels of requirements in order for this task to be manageable.

engineering, various requirements elicitation methods have been proposed:
ethodology, Trolling, Business Modeling, Goal Oriented Analysis, Use

. [52].

The DEOS process focuses on dependability requirements in its requirement
analysis. First, needs are extracted from stakeholders who describe

dependability needs are obtained. Seco
requirements” are identified through the analysis of dependability needs. Next,
continuity scenarios” are created based on risk analysis and service requirements. More precisely,
service continuity scenarios are developed by considering and determining countermeasures for
each factor causing deviations. Finally, D-Case and D-Script documents
consensus building among stakeholders based on the service continuity scenarios.

management in the DEOS project involves management of change in
requirements to satisfy the following three conditions:

despite change in requirements can be assured (See 4.2).
(2) Agreement can be made successively regarding each changed requirement (See 4.2).
(3) Accountability can be achieved for each changed requirement (See 4.3).
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4.3. Requirements Implementation
Accountability Achievement

Requirements need substantial agreement among stakeholders to be established.
agreed-upon requirements in D-Case are not necessarily
maintained in ordinary operation.
implementation and maintenance of agreed
confirmable by stakeholders or even third parties wh

Agreed-upon requirements should be tested and verified in the development process
implemented system reaches the
agreements occurs in ordinary operation,
human intervention must be performed to maintain the agreement
recovery efforts should have been agreed upon in D

Every record of actions for achieving
Whenever an agreement is not implemented
disclosed to stakeholders. The DEOS process is designed to allow automated collection of
necessary evidence to fulfill such accountability requirements.

4.4. Requirements Change and Agreement Update
In requirements management, as mentioned above, states of requirements are managed. There

are four kinds of the states; elicited, agreed,
requirements are elicited from stakeholders. These elicited requiremen
consensus-building, requirements are agreed upon among the stakeholder
requirements are then implemented in
change, some ordinarily operated requirements may become ob
be elicited again. This is referred to as the change accommodation cycle.

If a requirement is not
fulfilled, i.e., there is deviation
from the corresponding
in-operation range, it moves to
the deviated state. When a
responsive action is possible, it
moves back to the ordinarily
operated state. This is
referred to as the failure
reaction cycle. If the service
continuity scenarios cannot
work for some requirements in
the deviated state, these
requirements should be
modified and move to the
elicited state. If deviations
came from the implementation
problems, the corresponding
elicited requirements do not need any change. But it is necessary to ag
to revise the faulty implementation

The elicited and agreed states
operated and deviated states are managed
of these requirements states.
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Fig.8. Requirements State Management
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Requirements need substantial agreement among stakeholders to be established.
Case are not necessarily implemented in the real system

in ordinary operation. The achievement of agreed requirements
implementation and maintenance of agreed-upon requirements. This must be objective an

olders or even third parties when external judgments are needed

upon requirements should be tested and verified in the development process
the agreed-upon level. When deviation

agreements occurs in ordinary operation, recovery efforts including D-Script execution and
human intervention must be performed to maintain the agreements. The content of such

ave been agreed upon in D-Case.

achieving the agreements is essential for achieving
implemented, all the information including supporting evidence

The DEOS process is designed to allow automated collection of
necessary evidence to fulfill such accountability requirements.

Requirements Change and Agreement Update
requirements management, as mentioned above, states of requirements are managed. There

are four kinds of the states; elicited, agreed, ordinarily operated, and deviated
requirements are elicited from stakeholders. These elicited requiremen

building, requirements are agreed upon among the stakeholder
then implemented in ordinary operations. When objectives and

change, some ordinarily operated requirements may become obsolete and new requirements
be elicited again. This is referred to as the change accommodation cycle.

elicited requirements do not need any change. But it is necessary to agree on
implementation. This is done by consensus-building.

states of requirements are managed at offline,
states are managed online. The state of the system is represented by
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The achievement of agreed requirements is done by proper
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are needed.

upon requirements should be tested and verified in the development process until the
When deviation from stakeholders’

Script execution and
The content of such

is essential for achieving accountability.
supporting evidence is

The DEOS process is designed to allow automated collection of

Requirements Change and Agreement Update
requirements management, as mentioned above, states of requirements are managed. There

viated (Fig. 8). First,
requirements are elicited from stakeholders. These elicited requirements may conflict. By

building, requirements are agreed upon among the stakeholders. Agreed-upon
ordinary operations. When objectives and environments

solete and new requirements must

on other requirements

offline, whereas ordinarily
system is represented by a set
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4.5. Towards Evaluation of Conformance to DEOS Process

After a target system is developed using the DEOS process and a DEOS architecture for an area
or application, conformance of the system to
developing conformance evaluation criteria. The evaluation is performed
description which was generated during the development of the target system. Fig. 9 shows an
example. Achievement of dependability is evaluated in three state and cycles: in
operation, in the failure response cycle, and in the change accommodation cycle as shown
leftmost column. For each of these
according to three life stages: the planning stage,
stage.

For example, let us consider the
intersection of the failure response cycle
and the planning stage in Fig. 9. In the
D-Case description, there are sub-
in the failure response cycle reflecting
service level agreement (SLA), which is
widely used in development contracts of
web services applications. Examples of
criteria which this section includes are
(1) whether it can be judged properly
and quickly, and (2) whether an
escalation process with a rule for
authority delegation when the SLA fails
is well-defined.

Detailed criteria are being developed,
evaluation will further be developed in the process of standardization.

4.6. Support Tools for
We have been developing “D-Case Editor”

which is a tool to support stakeholders’ agreements
(Fig. 10), and “D-Case Viewer”, which is a tool to
show how stakeholders’ agreements are satisfied
based on appropriate dependability metrics.
D-Case Editor will co-work with
DS-Bench/Test-Env, D-RE, D-Script
which is a proof assistant tool for testing
consistency and completeness of D
Furthermore, to facilitate the use of our tools, we
have been trying to make a tool chain with
development support tools including Redmine and
UML modeling tools.

For developing D-Case Editor, we are actively cooperating with other tool developers and
standardization organizations, including Ade
called ASCE, OMG (Object Management Group) that is standardizing UML meta models, and
Open Group, which is a standardization organization for enterprise architectures.
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Evaluation of Conformance to DEOS Process

s developed using the DEOS process and a DEOS architecture for an area
or application, conformance of the system to the DEOS process must be evaluated

evaluation criteria. The evaluation is performed
description which was generated during the development of the target system. Fig. 9 shows an

endability is evaluated in three state and cycles: in
operation, in the failure response cycle, and in the change accommodation cycle as shown

or each of these, achievement of dependability of the system is evaluated
the planning stage, the implementation stage, and

section of the failure response cycle
and the planning stage in Fig. 9. In the

-goals
reflecting a

service level agreement (SLA), which is
widely used in development contracts of

applications. Examples of
criteria which this section includes are

properly

authority delegation when the SLA fails

Detailed criteria are being developed, as shown in Appendix A.7. DEOS process conformance
will further be developed in the process of standardization.

for Stakeholders’ Agreements
Case Editor” [43],

which is a tool to support stakeholders’ agreements
Case Viewer”, which is a tool to

show how stakeholders’ agreements are satisfied
dependability metrics.

Script, and Agda
tool for testing

consistency and completeness of D-Case.
Furthermore, to facilitate the use of our tools, we
have been trying to make a tool chain with other

tools including Redmine and

Case Editor, we are actively cooperating with other tool developers and
standardization organizations, including Adelard LLP in UK, which provides a safety case t
called ASCE, OMG (Object Management Group) that is standardizing UML meta models, and

is a standardization organization for enterprise architectures.

Fig.9. Conformance to DEOS Process

Fig.10. A Snapshot of
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Evaluation of Conformance to DEOS Process

s developed using the DEOS process and a DEOS architecture for an area
the DEOS process must be evaluated. We are

evaluation criteria. The evaluation is performed using the D-Case
description which was generated during the development of the target system. Fig. 9 shows an

endability is evaluated in three state and cycles: in the ordinary
operation, in the failure response cycle, and in the change accommodation cycle as shown in the

, achievement of dependability of the system is evaluated
implementation stage, and the execution

shown in Appendix A.7. DEOS process conformance

Agreements

Case Editor, we are actively cooperating with other tool developers and
in UK, which provides a safety case tool

called ASCE, OMG (Object Management Group) that is standardizing UML meta models, and
is a standardization organization for enterprise architectures.

Conformance to DEOS Process

A Snapshot of D-Case Editor


